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Self Service Shop Layout
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Dangerous machines require training

Self Service Shop Lathe Self Service Shop Mill 4



Usage Logs
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https://docs.google.com/file/d/1G8gYJv4RsJwj1RylC1tZwPOUy482_HWI/preview


Problem Statement
In an effort to make the shop safer and improve tracking of shop usage, team 
WSE18 is tasked with implementing a tamper-evident system that prevents 
users from activating equipment they are not trained on. The system is also 
expected to reduce the manual effort necessary for billing by automatically 
tracking equipment usage.
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High Level Goals
1. Seamless and 

intuitive
2. Long lasting and low 

maintenance
3. Scalable

Ref [6]

Product design done right.
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Introducing the Gatekeeper™ 
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Unlock with 
your 

fingerprint

Power is 
switched 
off

Gatekeeper 
closes circuit
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Our System in the Machine Shop
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Architecture Overview
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Architecture Overview
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Power 
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The Gatekeeper in Action
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Flowchart of 
Events at the 
Gatekeeper
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The Kiosk
The Kiosk is the primary mechanism for adding new users, granting users access 
to new machines, and updating the list of budgets available to a user
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Flowchart of Events at the Kiosk
Main Menu

Manage MachinesManage BudgetsAuthorize on 
machines

Add fingerprints

Modify User Admin Mode

Add budgets

Create new 
User

Return to main menu at end of sequence

Specify name, 
JHED

Admin Review

Get fingerprint, 
check if admin

Get fingerprint, 
must be admin 

or the user

Enter search 
terms

Create budget Create budget 
type Modify budget

Create machine 
typeCreate machine

Create budget
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Electronics: What makes it click
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Fully Installed Gatekeeper and Support Electronics
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Fully Installed Gatekeeper and Support Electronics

High Voltage Components

Low Voltage 
Components

Raspberry Pi
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High 
Voltage

Low
Voltage

Monitoring 
circuit

Electrical System

● Pi activates contactor
● Power becomes 

available to machine
● User uses the machine 

as normal
● Pi monitors power with 

monitoring circuit

External 
Power
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High 
Voltage
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Monitoring 
circuit
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● Pi activates contactor
● Power becomes 

available to machine
● User uses the machine 

as normal
● Pi monitors power with 

monitoring circuit

External 
Power
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National Electric Code (NEC)

Requirement Solution Compliance

Certification required to 
handle more than 75V

Electrical technicians handle 
installation of high Voltage

Yes

Maintain Lockout-Tagout Protocol unchanged by 
additions

Yes

Consistent insulation Separate high voltage and low 
voltages boxes connected by 
conduit

Yes

Electrical system rated 
for 6x required current

Use appropriately rated 
components 

Yes

Leads must be capped Wire connectors Yes

Ref [1] 42



Backend: What makes it tick
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Server (maintained by WSE IT)

Kiosk

Solution Architecture

Qt GUI
Kiosk 
Python 
Driver

Client 
Python 
Driver

Fingerprint 
Sensor

Qt GUI

SQL 
Database

Fingerprint 
Database

Fingerprint 
Sensor

Machine

Gatekeeper

Server Python Driver
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Client to Server Communication Protocol

Client

ServerRequest
● ClientID (who is 

sending the message)
● Method (the requested 

action)
● Argdict (the arguments 

for the method) 

generates

Encoded 
as text 
packet

Client Port

Server 
Port 

TCP

ServerRequest
● ClientID (who is 

sending the message)
● Method (the requested 

action)
● Argdict (the arguments 

for the method) 

Decoded 
from text

Server
executes

User does 
something
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Evaluation
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Project Requirements High Level Test Plan Status

1 prevent untrained users from activating machinery In-house testing with unauthorized 
prints, live user testing

2 be difficult for a determined user to bypass Penetration testing by Information 
Security Institute, live user testing

3 be tamper-evident Penetration testing, Live user testing

4 aid in billing Live user testing

5 be minimally intrusive to the user’s ability to utilize 
the shop efficiently

Live user testing

6 require minimal maintenance Accelerated life-cycle testing of 
hardware

7 be expandable to additional machines as the shop 
grows

Stakeholders setup a machine using 
only documentation

8 not violate relevant electrical and safety codes Expert evaluation from electricians

9 not disconnect power to a machine while in use In house testing and live user testing

10 not cost more than $10,000 to install in student shop Cost tracking

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved

Achieved
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2018 2018Week 1 2 3 4 5 6 7 8 9 10 11

Accelerated Lifecycle Test
Cycled system through 
on/off states 10,000 
times. No failures 
occurred

2/21/2018

Penetration Test Begins
Volunteer hackers from 
JHU's Information 
Security Institute began 
testing a clone of the 
system for security 
flaws

3/10/2018

Reduced Match Threshold
In preparation for live 
testing, reduced 
fingerprint sensitivity to 
ease login
3/11/2018

Start Registering Users
3/13/2018

Penetration testers identify way to read 
traffic
A vulnerability in the OpenSSL available 
for the server could theoretically allow 
someone to read the traffic between 
clients and server

3/20/2018

Live Testing Begins
3/26/2018

Removed Override Button
4/2/2018

First Billing Spreadsheet issued
4/6/2018

Removed case-sensitivity from searches on 
Kiosk 
Users were confused by the fact that we 
tracked names, JHEDs, etc. with case 
sensitivity. One user actually registered twice 
because he forgot about capitalization.
4/12/2018

50 hours of usage logged
4/15/2018

Reimplemented Gatekeeper GUI 
from scratch
Reimplementation with better code 
base resolved numerous visual bugs 
and user complaints

4/16/2018

Kiosk fingerprint sensor died and was 
replaced

4/23/2018

User misidentified; match 
score threshold increased in 
response
System identified one user as 
another. Raised match 
threshold to prevent this 
from recurring.
4/27/2018

Shop 
administrators 
carry out setup 
test

5/3/2018

Timeline of Testing
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Our system in the hands of real users
● We tested the accuracy and usability of our system during more than 5 weeks 

of in-shop testing
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Our system in the hands of real users
● We tested the accuracy and usability of our system during more than 5 weeks 

of in-shop testing

Over 100 hours of machine usage 
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Our system in the hands of real users
● We tested the accuracy and usability of our system during more than 5 weeks 

of in-shop testing

50 registered users
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Our system in the hands of real users
● We tested the accuracy and usability of our system during more than 5 weeks 

of in-shop testing

342 fingerprints recorded
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Our system in the hands of real users
● We tested the accuracy and usability of our system during more than 5 weeks 

of in-shop testing

1 misidentification
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Our system in the hands of real users
● We tested the accuracy and usability of our system during more than 5 weeks 

of in-shop testing

1 misidentification - Fixed
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Protecting our users’ data
● We partnered with the JHU Information Security Institute and the JHU 

Cybersecurity Club to test our system for security flaws

Credit: JHU ISI

By the Numbers
● 4 teams of volunteer 

hackers
● 2 months of penetration 

testing
● 1 way to read traffic
● 0 ways to alter data
● 0 ways to steal sensitive 

information. 56



Ensuring system can last
● System has to continue to work, even as the shop changes

57

Two needs:

1. Maintainable by shop admins
2. Extendable by shop admins



Demonstrating Maintainability
● Low maintenance needs are the first step 

to maintainability
○ Demonstrated hardware reliability by cycling 

switching system through on/off states 10,000 
times. No failures occurred.

○ Software designed to run unsupervised-records 
events to human readable log files

○ Carried out over 5 weeks of testing and 
debugging

● To ensure that the shop administrators 
can fix issues that do arise, we provided 
them with comprehensive documentation, 
including a troubleshooting guide

58

Sample troubleshooting steps



Demonstrating System Extendability
● Shop admin setup test proves ability to expand the system in the future
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Documentation

60
Assembly Guide Troubleshooting System Documentation



Conclusion
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Our System in the Machine Shop
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Budget: $10,000
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Expenditure to date: $5043.90

Projected Additional Costs: <$1000

Cost Savings: 40% of allocated funds
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Original Problem Statement
The WSE18 project aims to install tamper-resistant biometric authentication and 
iLab in the self-service machine shop.
The main objective is to, first and foremost, ensure the safety of students using the 
machine shop, then to streamline the billing process.
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What is iLab?
iLab is a commercial software product sold by Agilent. It 
provides tracking of user training on equipment and has the 
capacity to enable/disable machines via a small set of 
commercially available controlled outlet devices, like the one 
to the right.

iLab was eventually removed from the solution due to lacking 
functionality necessary to implement a biometric 
authentication system. A revised problem statement, 
presented on the next page, was used to guide our work from 
that point onwards.
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Brainstorming: Authentication Schemes
Something you have 
(e.g. JCard)

Something you 
know 
(e.g. password)

Something you are (passive)
(e.g. gait, or facial scan)

Something you are 
(active)
(e.g. fingerprint)

Pros ● “100%” reliable
● Everyone already 

has a J-Card
● Already need card 

out to get into 
shop->not disruptive

● Cheap
● “100% 

reliable”
● Might be 

less likely 
to share

● User doesn’t have to do 
anything

● Can’t give away
● Always have

● Can’t give 
away

● Always have

Cons ● Can give away to 
untrained user

● Can lose
● Expensive if not 

JCard
● Reader may be 

expensive

● Can give 
away

● Easy to 
forget

● Annoying 
to enter

● Accuracy
● Unintentionally unlocking 

machine
● Expensive 

cameras/sensors/software 
● Privacy concerns
● Speed of identifying a user

● Accuracy
● Privacy
● Annoying to 

have to 
provide
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Gatekeeper™ GUI Hardware Implementation
Raspberry Pi 7” touchscreen display

● Full color
● Capacitive Touch Screen
● 800x480 (480p) resolution
● Designed to interface the Pi

○ Screen standoffs connect to pi mounting holes
○ Screen connects directly to Display Serial Interface

● Easy to mount to an external enclosure
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Software 
Architecture
● sensor is used only to 

capture images
● Storage and matching 

are handled by NIST’s 
National Biometric 
Information Software

● Images never leave the 
PI and are not saved, 
improving privacy
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Software Architecture

1. The Raspberry Pi uses a commercial fingerprint sensor to capture prints. 
2. These prints are feature extracted by mindtct and sent to the SQL database
3. SQL database server maintains authentication, training, and budget records
4. If permitted, the user is asked for a budget
5. Then the Raspberry Pi unlocks the machine

Current Sensor:
Kookye Optical Fingerprint Sensor
Selected for:
1. simple, easy-to-use hardware/software interface
2. Low-cost combined with good resolution
3. Can upload raw image files, meaning we are not 

forced to use onboard algorithm
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Data Management 
Solution: SQL 
Database

The data includes 
information (such as 
training) that needs to be 
shared with multiple types 
of “objects.” A relational 
database can capture this 
efficiently
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Recording a fingerprint

Sensor captures an 

image, and...

...mindtct executable extracts 

minutiae...

...which are saved as .xyt files...

...and tracked in the gallery file 

and SQL database

Image: User’s Guide to NIST Biometric Software
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Recognizing a User

Sensor captures 

an image, and...

...mindtct extracts 

minutiae...

...which are 

saved as .xyt 

files...

Bozorth3 executable 
generates match 
scores...

...which are stored in a text file

Scores above a threshold 

indicate a match with a gallery 

fingerprint (and thus a user)

Gallery of fingerprints

Finger presented to Gatekeeper™ 

Image: User’s Guide to NIST Biometric Software
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Signal Transfer

Raspberry Pi

Relay

Transformer

Contactor

NPN 
Transistor

Machine 
Unlocked

Power 
Monitoring
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Expenses (Next 5 Pages)

Budget: $10,000

Total Expenditures:    
     $5,043.90
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Expenses (cont.)

Budget: $10,000

Total Expenditures:    
     $5,043.90
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Expenses (cont.)

Budget: $10,000

Total Expenditures:    
     $5,043.90
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Expenses (cont.)

Budget: $10,000

Total Expenditures:    
     $5,043.90
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Expenses (cont.)

Budget: $10,000

Total Expenditures:    
     $5,043.90

Full expenses spreadsheet can be found at:
<https://docs.google.com/spreadsheets/d/12Nj-vAkb6Q3DfC7pEC3eFCeiTTDK5v
QEFtAUXouBF-I/edit?usp=sharing>
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Projected Deployment Cost
Each Gatekeeper uses components costing $427.49+shipping. Bulk ordering can potentially reduce 
these costs further.

The work conducted by the electricians to install a system is a variable cost, depending on the state of 
the electrical system surrounding the machine to be controlled. However, labor is unlikely to cost more 
than $600 per installation, as that was the cost of the first (and thus most expensive) installation the 
electricians did.

A detailed cost breakdown, with links for ordering more components, is available here:
<https://docs.google.com/spreadsheets/d/1RR1LcHQNt9hPBADR2CIPDq5knEZoumeF0wtRRccP1DI/
edit?usp=sharing>
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